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Berkeley UNIXt 4.4BSD ofers seeral choices for interprocess communication.
To dad the programmer irdeveloping programs which are comprised of cooperating processes, fdremtitchoices
are discussed and a series xdraple programs are presentéithese programs demonstrate in a simpdg the use
of pipes, socktpairs, soolts and the use of datagram and stream communicattenintent of this document is to
present a f&@ simple example programs, not to describe the rgking system in full.

T UNIX is a trademark of A&T Bell Laboratories.Fecilities for interprocess communication (IPC) and reeting
were a major addition to UNIX in the Bexley UNIX 4.2BSD releaseThese écilities required major additions and
some changes to the system irded. Thebasic idea of this intesite is to mad IPC similar to file I/O.In UNIX a
process has a set of I/O descriptors, from which one reads and to which oneDeg&esptors may refer to normal
files, to deices (including terminals), or to communication channdlse use of a descriptor has three phases: its
creation, its use for reading and writing, and its destructidnusing descriptors to write files, rather than simply
naming the taget file in the write call, oneains a surprising amount of fibility. Often, the program that creates a
descriptor will be dfierent from the program that uses the descripfor example the shell can create a descriptor
for the output of the ‘IS’ command that will cause the listing to appear in a file rather than on a telRipieslare
another form of descriptor thatyeabeen used in UNIX for some timéipes allav one-way data transmission from
one process to another; theotprocesses and the pipe must be set up by a common anddstarse of descriptors

is not the only communication intade preided by UNIX. The signal mechanism sends g amount of informa-
tion from one process to anothérhe signaled process reees anly the signal type, not the identity of the sender
and the number of possible signals is smahe signal semantics limit the fibility of the signaling mechanism as
a means of interprocess communicatiorhe identification of IPC with 1/O is quite longstanding in UNIX and has
proved quite successful At first, howvever, IPC was limited to processes communicating within a single machine.
With Berleley UNIX 4.2BSD this &panded to include IPC between machin&his expansion has necessitated
some change in theay that descriptors are createdldditionally, new possibilities for the meaning of read and
write have keen admitted.Originally the meanings, or semantics, of these terms vesrly Simple. When you
wrote something it as delvered. Whenyou read something, you were bleckuntil the data axéd. Otherpossi-
bilities exist, hovever. One can write without full assurance of detiy if one can check later to catch occasional
failures. Messagesan be kpt as discrete units or nged into a streamOne can ask to read tinsist on not ait-

ing if nothing is immediately\ailable. Thesenew possibilities are alleed in the Berkley UNIX IPC interface.
Thus Berleley UNIX 4.4BSD ofers s&eral choices for IPC.This paper presents simplgamples that illustrate
some of the choicesThe reader is presumed to laeniliar with the C programming languagedjitighan & Ritchie
1978], lut not necessarily with the system calls of the UNIX system or with processes and interprocess communica-
tion. Thepaper rgiews the notion of a process and the types of communication that are supported digyBerk
UNIX 4.4BSD. A series of @amples are presented that create processes that communicate with one ahether
programs shw different ways of establishing channels of communicatiéinally, the calls that actually transfer
data are ndewed. To dearly present he communication can takpace, the gkample programs e keen cleared

of arything that might be construed as usefarkv They can, therefore, seevas models for the programmer trying
to construct programs which are comprised of cooperating procesgasgram is both a sequence of statements
and a rough ay of referring to the computation that occurs when the compiled statements afepnagess can be
thought of as a single line of control in a prograviost programs>ecute some statements, go throughvalf®ops,
branch in warious directions and then end@hese are single process prograr®sograms can also & a int
where control splits into tvindependent lines, an action calfecking. In UNIX these lines can wer join agin.

A call to the system routinirk(), causes a process to split in thiayw The result of this call is that twindepen-
dent processes will be runningeeuting exactly the same codéVlemory \alues will be the same for alales set
before the fork, bt, subsequentlyeach \ersion will be able to change only thalue of its an copy of each \ari-
able. Initially the only diference between the dawill be the \alue returned byork(). The parent will recee a
process id for the child, the child will regeia 2ro. Callsto fork(), therefore, typically precede, or are included in,
an if-statement.A process viws the rest of the system through avgtg table of descriptorsThe descriptors can
represent open files or s@tk (sockts are communication objects that will be discussedwelbescriptorsare re-
ferred to by their indenumbers in the tableThe first three descriptors are often moby special hamesstdin,
atdout andstderr  These are the standard inout. output and ekfdihven a nrocess forks its descrintor table is conied



to the child. Thus, if the parent’ gandard input is being tak from a terminal (déces are also treated as files in
UNIX), the child’s input will be talen from the same terminalWhoever reads first will get the inputlf, before

forking, the parent changes its standard input so that it is reading from fdeahe child will tale its input from

the nev file. Itis also possible to takinput from a soodt, rather than from a fileMost users of UNIX kne that

they can pipe the output of a prografprogl” to the input of anothef‘prog2;” by typing the commandprogl |

prog2” This is called piping” the output of one program to another because the mechanism used to transfer the
output is called a pipeWhen the user types a command, the command is read by the shell, which desittes ho
execute it. If the command is simple, foxample, the shell forks a process, whigkogites the program, progl, and

then dies.The shell vaits for this termination and then prompts for thetm®mmand.If the command is a com-
pound command, the shell creates pocesses connected by a pipe. One process runs the program, progl, the oth-
er runs prog2.The pipe is an I/O mechanism withdwnds, or sockts. Datahat is written into one soek can be

read from the other#i ncl ude <stdi o. h>

#defi ne DATA "Bright star, would | were steadfast as thou art . . ."

/*
* This programcreates a pipe, then forks. The child conmunicates to the
* parent over the pipe. Notice that a pipe is a one-way conmmuni cations
* device. | can wite to the output socket (sockets[1l], the second socket
* of the array returned by pipe()) and read fromthe input socket
* (sockets[0]), but not vice versa.
*/
mai n() { i nt sockets[2], child,
/* Create a pipe */ if (pipe(sockets) < 0) { per -
ror("openi ng stream socket pair"); exit(10); }
if ((child = fork()) == -1) perror("fork"); else if
(child) { char buf[1024];
/* This is still the parent. It reads the child s message. */
cl ose(sockets[1]); if (read(sockets[O], buf, 1024) <
0) perror("readi ng nmessage"); printf("-->%\n",
buf); cl ose(sockets[0]); } else { /[* This is the
child. It wites a nmessage to its parent. */ cl ose(sockets[0]);
i f (wite(sockets[1], DATA, si zeof ( DATA)) < 0)
perror("witing nessage"); cl ose(sockets[1]);
}}

Figure 1 Use of a pipe
Since a program specifies its input and output only by the descriptor table indices, which apgpeailas @r con-
stants, the input source and output destination can be changed without changixigoftihiéeprogram.lt is in this
way that the shell is able to set up pip&efore executing progl, the process can close wiates & stdout and re-
place it with one end of a pip&imilarly, the process that willxecute prog2 can substitute the opposite end of the
pipe forstdin. Let us nav examine a program that creates a pipe for communication between its child and itself
(Figure 1). A pipe is created by a parent process, which then fosen a process forks, the parsrdéscriptor
table is copied into the chill’ InFigure 1, the parent process reala call to the system routipgpe(). This rou-
tine creates a pipe and places descriptors for theetofdk the tw ends of the pipe in the processkscriptor table.
Pipe() is passed an array into which it places thexndembers of the soés it created.The two ends are not
equivalent. Thesoclet whose indeis returned in the v word of the array is opened for reading oniile the
soclet in the high end is opened only for writinghis corresponds to thadt that the standard input is the first de-
scriptor of a process’descriptor table and the standard output is the secAfidr creating the pipe, the parent cre-
ates the child with which it will share the pipe by callfogk(). Figure 2 illustrates the fefct of a fork. The parent
processs descriptor table points to both ends of the pipdter the fork, both parerg’and child’s descriptor tables
point to the pipe.The child can then use the pipe to send a message to the parent.
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Figure 2 Sharing a pipe between parent and child
Just what is a pipe? It isa one-way communication mechanism, with one end opened for reading and the other end
for writing. Therefore, parent and child need to agree on which way to turn the pipe, from parent to child or the oth-
er way around. Using the same pipe for communication both from parent to child and from child to parent would be
possible (since both processes have references to both ends), but very complicated. If the parent and child are to
have a two-way conversation, the parent creates two pipes, one for use in each direction. (In accordance with their
plans, both parent and child in the example above close the socket that they will not use. It is not required that un-
used descriptors be closed, but it is good practice) A pipeisalso a stream communication mechanism; that is, all
messages sent through the pipe are placed in order and reliably delivered. When the reader asks for a certain num-
ber of bytes from this stream, he is given as many bytes as are available, up to the amount of the request. Note that
these bytes may have come from the same call to write() or from seeral calls towrite() which were concatenated.
Berkeley UNIX 4.4BSD praides a slight generalization of pipe&.pipe is a pair of connected s@tk for one-vay
stream communicationOne may obtain a pair of connected sskfor twp-way stream communication by calling
the routinesocketpair(). The program in Figure 3 caltecketpair() to create such a connectiolihe program uses
the link for communication in both directionSince socktpairs are anxéension of pipes, their use resembles that
of pipes. Figure 4 illustrates the result of a fork fallmg a call tosocketpair(). Socketpair() takes as ayjuments a
specification of a domain, a style of communication, and a protdt¢wse are the parameterswhadn the &am-
ple. Domainsand protocols will be discussed in thexngection. Briefly, a dmain is a space of names that may be
bound to sockts and implies certain other eentions. Currentlysocketpairs hae aly been implemented for one
domain, called the UNIX domainThe UNIX domain uses UNIX path names for naming stk Itonly allovs
communication between sagtk on the same machinBlote that the header files and are required in this program.
The constants AF_UNIX and SOCK_STREAM are defined in which in turn requires the file for some of its defini-
tions. #i ncl ude <sys/types. h> #i ncl ude <sys/socket.h> #i ncl ude <stdi o. h>

#defi ne DATA1 "In Xanadu, did Kublai Khan . . ." #define DATA2 "A stately
pl easure dome decree . "
/*
* This programcreates a pair of connected sockets then forks and
* conmmuni cates over them This is very simlar to conmunication with pipes,
* however, socketpairs are two-way comuni cati ons objects. Therefore |I can
* send messages in both directions.
*/
mai n() { i nt sockets[2], child, char buf[1024];
i f (socketpair(AF_UN X, SOCK _STREAM 0, sockets) < 0) { per -
ror("openi ng stream socket pair"); exit(1l); }
if ((child = fork()) == -1) perror("fork"); else if
(child) { [* This is the parent. */ cl ose(sockets[0]);
if (read(sockets[1l], buf, 1024, 0) < 0) per -
ror("readi ng stream nessage"); printf("-->%\n", buf);
i f (wite(sockets[1], DATA2, si zeof ( DATA2)) < 0)
perror("witing stream nessage"); cl ose(sock-
ets[1]); } el se { /* Thi s is the chi |l d. */
cl ose(sockets[1]); if (wite(sockets[0], DATAl, size-
of ( DATAL)) < 0) perror("witing stream nessage");
if (read(sockets[0], buf, 1024, 0) < 0) per -
ror("readi ng stream nessage"); printf("-->%\n", buf);
cl ose(sockets[0]); }}

Figure 3 Use of a soaktpair
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Figure 4 Sharing a socketpair between parent and child

Pi pes and socketpairs are a sinple solution for comuni cating be-
tween a parent and child or between child processes. Wat if we
wanted to have processes that have no conmon ancestor with whom
to set up conmuni cation? Neither standard UN X pi pes nor socket -
pairs are the answer here, since both nechanisns require a common
ancestor to set up the communication. W would like to have two
processes separately create sockets and then have nessages sent
between them This is often the case when providing or using a
service in the system This is also the case when the communi -
cating processes are on separate nmachines. In Berkeley UN X
4. 4BSD one can create individual sockets, give them nanmes and
send nessages between them  Sockets created by different pro-
grans use nanes to refer to one another; nanes generally nust be
translated into addresses for use. The space from which an ad-
dress is drawn is referred to as a There are several donmains for
sockets. Two that will be used in the exanples here are the UN X
domain (or AF_UN X, for Address Format UNI X) and the Internet do-
mai n (or AF_INET). UNI X donmain IPC is an experinental facility
in 4.2BSD and 4. 3BSD. In the UNI X donain, a socket is given a
path name within the file system nane space. A file system node
is created for the socket and other processes may then refer to
the socket by giving the proper pathnane. UNI X domai n nanes,
therefore, allow conmunication between any two processes that
work in the sane file system The Internet domain is the UN X
i npl enentation  of the DARPA Internet standard protocols
| P/ TCP/ UDP. Addresses in the Internet domain consist of a ma-
chine network address and an identifying nunber, called a port.
| nt ernet domai n nanmes al |l ow conmuni cati on between machi nes. Com
muni cation follows sone particular ‘‘style.”’” Currently, comu-
nication is either through a stream or by datagram. Stream communi -
cation inplies several things. Comrunication takes place across
a connection between two sockets. The communication is reliable,
error-free, and, as in pipes, no nessage boundaries are kept

Reading from a stream nmay result in reading the data sent from
one or several calls to writeg) or only part of the data from a

single call, if there is not enough roomfor the entire nessage,
or if not all the data froma | arge nessage has been transferred.
The protocol inplenmenting such a style will retransmt nessages
received with errors. It will also return error nessages if one

tries to send a nessage after the connection has been broken.
Dat agr am conmuni cati on does not use connections. Each nessage is
addressed individually. If the address is correct, it wll gen-
erally be received, although this is not guaranteed. O ten data-
grans are used for requests that require a response fromthe re-
cipient. If no response arrives in a reasonable anount of tine,
the request is repeated. The individual datagrans wll be kept
separate when they are read, that is, nessage boundaries are pre-
served. The difference in performance between the two styles of
communi cation is generally less inportant than the difference in
semanti cs. The performance gain that one mght find in using
dat agrans nust be wei ghed agai nst the increased conplexity of the
program which nust now concern itself with |ost or out of order
messages. |If lost nessages may sinply be ignored, the quantity
of traffic nmay be a consideration. The expense of setting up a
connection is best justified by frequent use of the connection

Since the performance of a protocol changes as it is tuned for
different situations, it is best to seek the nost up-to-date in-
formati on when maki ng choices for a program in which performance

is crucial. A protocol is a set of rules, data formats and con-
ventions that regulate the transfer of data between participants
in the conmunication. |In general, there is one protocol for each

socket type (stream datagram etc.) within each donain. The
code that inplenents a protocol keeps track of the nanes that are
bound to sockets, sets up connections and transfers data between
csockets bperhans sendina the data across a networ k. Thi s code



al so keeps track of the names that are bound to sockets. It is
possi ble for several protocols, differing only in low |evel de-
tails, to inplenent the sanme style of comunication within a par-
ticular domain. Although it is possible to select which protocol
shoul d be used, for nearly all uses it is sufficient to request
the default protocol. This has been done in all of the exanple
prograns. One specifies the domain, style and protocol of a
socket when it is created. For exanple, in Figure 5a the call to
socket() causes the creation of a datagram socket with the default
protocol in the UN X domain. #i ncl ude <sys/types. h> #incl ude
<sys/ socket. h> #i ncl ude <sys/un. h>

/*

* In the included file <sys/un.h> a sockaddr_un is defined as
foll ows

* struct sockaddr_un {

* short sun_famly;
* char sun_pat h[ 108] ;

* } ,

*/

#i ncl ude <stdi o. h>
#defi ne NAME "socket™

/*
* This program creates a UN X domai n datagram socket, binds a
name to it,
* then reads fromthe socket.
*I main() { i nt sock, |ength; struct sockaddr _un nane;
char buf[1024];

[* Create socket from which to read. */ sock = sock-
et (AF_UNI X, SOCK DGRAM 0); if (sock < 0) { per -
ror("opening datagram socket"); exit(1l); } /*
Create nane. */ name.sun_famly = AF_UN X str-
cpy(nane. sun_pat h, NAME) ; if  (bind(sock, &nane, Si ze-
of (struct sockaddr _un))) { perror("binding nane to
dat agram socket"); exit(1); } printf("socket
-->08\n", NAME); /* Read from the socket */ i f
(read(sock, buf, 1024) < 0) perror("receiving datagram
packet™); printf("-->%\n", buf); cl ose(sock); un-
[ i nk(NAME) ; }

Figure 5a Reading UN X donmai n dat agrans
Let us now |ook at two progranms that create sockets separately.
The prograns in Figures 5a and 5b use datagram conmunication
rather than a stream The structure used to name UN X donain
sockets is defined in the file <sysunh>. The definition has al so
been included in the exanple for clarity. Each programcreates a
socket with a call to socket(). These sockets are in the UN X do-
mai n. Once a nane has been decided upon it is attached to a
socket by the system call bind(). The program in Figure 5a uses

the nanme ‘‘socket’’, which it binds to its socket. Thi s nane
will appear in the working directory of the program The rou-
tines in Figure 5b use its socket only for sending nessages. It

does not create a nane for the socket because no other process
has to refer to it. #include <sys/types.h> #include <sys/sock-
et. h> #incl ude <sys/un. h> #i nclude <stdio. h>

#define DATA "The sea is calmtonight, the tide is ful

/*

* Here | send a datagramto a receiver whose nanme | get fromthe
command

* line argunents. The form of the command line is udgransend
nat hnanme



*/

mai n(argc, argv) I nt argc; char *argv[]; { i nt
sock; struct sockaddr _un nane;

/* Create socket on which to send. */ sock = sock-
et (AF_UNI X, SOCK DGRAM 0); if (sock < 0) { per -
ror("openi ng datagram socket"); exit(1l); } /*
Construct nane of socket to send to. */ name.sun_famly =
AF_UNI X; strcpy(name. sun_path, argv[1]); /* Send nes-
sage. */ I f (sendto(sock, DATA, sizeof(DATA), O,

&nane, sizeof (struct sockaddr _un)) < 0) { perror("send-
i ng dat agram nessage"); } cl ose(sock); }

Figure 5b Sending a UNI X domai n dat agr ans

Nanes in the UNI X domain are path nanes. Like file path names
they may be either absolute (e.g. ‘‘/dev/imaginary’’) or relative
(e.g. ‘‘socket’’). Because these nanes are used to allow pro-
cesses to rendezvous, relative path nanes can pose difficulties
and should be used with care. Wen a nanme is bound into the nane
space, a file (inode) is allocated in the file system If the
inode is not deallocated, the name will continue to exist even
after the bound socket is closed. This can cause subsequent runs
of a programto find that a name is unavail able, and can cause
directories to fill up with these objects. The nanes are renoved
by calling unlink() or using the rm(1) command. Nanmes in the UN X
domain are only used for rendezvous. They are not used for nes-
sage delivery once a connection is established. Therefore, in
contrast wth the Internet domain, unbound sockets need not be
(and are not) automatically given addresses when they are con-
nected. There is no established neans of conmmunicating nanes to
interested parties. In the exanple, the program in Figure 5b
gets the nane of the socket to which it will send its nessage
through its command |ine argunents. Once a |line of conmunication
has been created, one can send the nanmes of additional, perhaps
new, sockets over the |ink. Facilities wll have to be built
that will nmake the distribution of nanmes less of a problem than
it now is. #include <sys/types.h> #include <sys/socket.h> #in-
clude <netinet/in.h> #include <stdio. h>

/*

* In the included file <netinet/in.h> a sockaddr_in is defined
as follows:

* struct sockaddr_in {

* short sin_famly;

* u_short sin_port;

* struct in_addr sin_addr;

* char sin_zero[8];

* },

* This program creates a datagram socket, binds a nane to it,

t hen reads

* fromthe socket.

*I main() { int sock, |ength; struct sockaddr _i n nane;
char buf[1024];

[* Create socket from which to read. */ sock = sock-
et (AF_I NET, SOCK DGRAM 0); if (sock < 0) { per -
ror("openi ng datagram socket"); exit(1l); } /*
Create nane with wldcards. */ nane.sin_famly = AF_I NET;

name. si n_addr.s_addr = | NADDR_ANY,; name. sin_port = O0;

if  (bind(sock, &nane, si zeof (nane))) { per -
ror ("bindi ng datagram socket"); exit(1l); } /*
Fi nd assigned port value and print it out. */ | ength = size-
of (nane) ; if (get socknane( sock, &nane, &l ength)) {

perror("getting socket name") ; exit(1l);

nrintf(" Socket has nor t H#o6I\ Nn"



nt ohs(name. si n_port)); /* Read from the socket */ i f
(read(sock, buf, 1024) < 0) perror("receiving datagram
packet™); printf("-->%\n", buf); cl ose(sock); }

Figure 6a Reading Internet domai n datagrans
The exanples in Figure 6a and 6b are very close to the previous
exanpl e except that the socket is in the Internet donain. The
structure of Internet domain addresses is defined in the file
<netinet/in.n>. I nternet addresses specify a host address (a 32-bit
nunber) and a delivery slot, or port, on that machine. These
ports are managed by the systemroutines that inplenent a partic-
ular protocol. Unlike UN X domain nanes, Internet socket nanes
are not entered into the file system and, therefore, they do not
have to be unlinked after the socket has been closed. Wen a
nmessage nust be sent between machines it is sent to the protoco
routine on the destination machine, which interprets the address
to determine to which socket the nessage should be delivered
Several different protocols may be active on the sanme nmachine
but, in general, they will not conmunicate with one another. As
a result, different protocols are allowed to use the sane port
nunbers. Thus, inplicitly, an Internet address is a triple in-
cluding a protocol as well as the port and machi ne address. An
association is a tenporary or permanent specification of a pair of
communi cating sockets. An association is thus identified by the
t upl e <protocol, local machine address, local port, remote machine address, remote port>.
An associ ation may be transient when using datagram sockets; the
association actually exists during a send operation. #i ncl ude
<sys/types. h> #include <sys/socket.h> #include <netinet/in.h>
#i ncl ude <netdb. h> #i ncl ude <stdi o. h>

#define DATA "The sea is calmtonight, the tide is ful
/*

* Here | send a datagramto a receiver whose nane | get fromthe
command

* line argunents. The form of the conmmand |line is dgransend
host nane

* port nunber

*/

mai n(argc, argv) I nt argc; char *argv[]; { i nt
sock; struct sockaddr_in nane; struct hostent *hp,
*get host bynane() ;

/* Create socket on which to send. */ sock = sock-
et (AF_I NET, SOCK DGRAM 0); if (sock < 0) { per -
ror("opening datagram socket"); exit(1l); } /*

* Construct name, with no wildcards, of the socket to send
to. * CGetnostbynane() returns a structure including the
net wor k addr ess * of the specified host. The port nunber
is taken fromthe conmand * |1 ne. */ hp = geth-
ost bynanme(argv[1]); if (hp == 0) { fprintf(stderr,
"Us: unknown host 0, argv[1]); exit(2); }

bcopy( hp->h_addr, &nane. si n_addr, hp->h_I engt h) ;
name.sin_famly = AF_| NET,; nanme. si n_port =

ht ons(atoi (argv[2])); /* Send message. */ if (send-
to(sock, DATA, sizeof(DATA), 0, &nane, sizeof(nane)) < 0)
perror("sendi ng datagram nessage"); cl ose(sock); }

Figure 6b Sending an Internet domain datagram
The protocol for a socket is chosen when the socket is created.
The | ocal machine address for a socket can be any valid network
address of the machine, if it has nore than one, or it can be the
wi | dcard val ue | NADDR_ANY. The wildcard value is used in the

programin Figure 6a. |If a machine has several network address-
es, it is likely that nessages sent to any of the addresses
shoul d be deliverable to a socket. This will be the case if the

w |l dcard val ue has bheen chosen Note that even if the w !l dcard



value is chosen, a program sendi ng nessages to the named socket
must specify a valid network address. One can be willing to re-
ceive from *‘‘anywhere,’’ but one cannot send a nessage ‘‘any-
where.’”’” The programin Figure 6b is given the destination host
name as a command |ine argunent. To determ ne a network address
to which it can send the nessage, it | ooks up the host address by
the call to gethostbyname(). The returned structure includes the
host’ s network address, which is copied into the structure speci-
fying the destination of the nessage. The port nunber can be
t hought of as the nunber of a mailbox, into which the protoco
pl aces one’s nessages. Certain daenons, offering certain adver-

tised services, have reserved or ‘‘well-know’’ port nunbers.
These fall in the range from 1 to 1023. Hi gher nunbers are
avail able to general users. Only servers need to ask for a par-
ticular nunber. The system will assign an unused port nunber
when an address is bound to a socket. This may happen when an
explicit bind call is made with a port nunber of 0, or when a con-
nect or send is perforned on an unbound socket. Note that port

nunbers are not autonmatically reported back to the user. After
calling bind(), asking for port O, one may call getsockname() to dis-
cover what port was actually assigned. The routine getsockname()
will not work for nanes in the UNI X domain. The format of the
socket address is specified in part by standards within the In-
ternet domain. The specification includes the order of the bytes
in the address. Because nmachines differ in the internal repre-
sentation they ordinarily use to represent integers, printing out
the port nunber as returned by getsockname() may result in a m sin-
terpretation. To print out the nunber, it is necessary to use
the routine ntohs)) (for network to host: short) to convert the nunber
fromthe network representation to the host’s representation. On
sonme machi nes, such as 68000- based machines, this is a null oper-
ation. On others, such as VAXes, this results in a swapping of
bytes. Another routine exists to convert a short integer from
the host format to the network format, called htons(); simlar rou-
tines exist for long integers. For further information, refer to
the entry for byteorder in section 3 of the manual. To send data
bet ween stream sockets (having comruni cation style SOCK STREAM

the sockets nust be connected. Figures 7a and 7b show two pro-
grans that create such a connection. The programin 7a is rela-
tively sinple. To initiate a connection, this program sinply
creates a stream socket, then calls connect(), specifying the ad-
dress of the socket to which it wshes its socket connected.
Provided that the target socket exists and is prepared to handl e

a connection, connection wll be conplete, and the program can
begin to send nessages. Messages will be delivered in order
W t hout nmessage boundaries, as with pipes. The connection is de-
stroyed when either socket is closed (or soon thereafter). |If a

process persists in sending nessages after the connection is
closed, a SIGPIPE signal is sent to the process by the operating
system Unl ess explicit action is taken to handle the signa

(see the manual page for signal or sigvec), the process will term -
nate and the shell will print the nmessage ‘‘broken pipe.’’ #in-
cl ude <sys/types. h> #i ncl ude <sys/socket. h> #i ncl ude

<netinet/in.h> #i nclude <netdb. h> #i ncl ude <stdi o. h>
#define DATA "Half a | eague, half a league . . ."

/~k

* This program creates a socket and initiates a connection with
t he socket

* given in the conmand |ine. One nessage is sent over the con-
necti on and

* then the socket is closed, ending the connection. The form of
t he command

* line is streammite hostnane portnunber

* [



mai n(argc, argv) I nt argc; char *argv[]; { i nt

sock; struct sockaddr_in server; struct hostent *hp,
*get host bynane() ; char buf[ 1024];

/* Create socket */ sock = socket (AF_I NET, SOCK STREAM
0); i f (sock < 0) { perror ("opening stream sock-
et"); exit(l); } /* Connect socket using nane
specified by command line. */ server.sin_famly = AF_I NET;
hp = gethostbynane(argv[1]); | f (hp == 0) {
fprintf(stderr, "Us: unknown host 0, argv[1]);
exit(2); } bcopy(hp->h_addr, &server. sin_ad-

dr, hp->h_length); server.sin_port = htons(atoi(argv[2]));
if (connect (sock, &server, si zeof (server)) < 0 {
perror("connecting stream socket"); exit(1l);
i f (wite(sock, DATA, si zeof ( DATA)) < 0)
perror("witing on stream socket"); cl ose(sock); }

Figure 7a Initiating an Internet domain stream connection
#i ncl ude <sys/types. h> #i ncl ude <sys/ socket . h> #i ncl ude
<netinet/in.h> #include <netdb. h> #i nclude <stdio. h> #defi ne TRUE
1

/*

* This program creates a socket and then begins an infinite
| oop. Each tinme

* through the loop it accepts a connection and prints out nes-
sages fromit.

* \When the connection breaks, or a termnation nessage CcONes
t hrough, the

* program accepts a new connecti on.

*/
mai n() { int sock, |ength; struct sockaddr _in server
i nt nmsgsock; char buf[1024]; int rval; int i;
/* Create socket */ sock = socket (AF_I NET, SOCK STREAM
0); i f (sock < 0) { perror("opening stream sock-
et"); exit(1l); } /* Nane socket using wld-
cards */ server.sin_famly = AF_I NET; server. si n_ad-
dr.s_addr = | NADDR_ANY; server.sin_port = O0; i f
(bi nd(sock, &server, sizeof(server))) { perror ("binding
stream socket"); exit(1l); } /* Find out as-
signed port nunber and print it out */ | ength = sizeof (serv-
er); if (get socknane( sock, &server, &l ength)) {
perror("getting socket name") ; exit(1l);
printf("Socket has port #%d\ n" , nt ohs(serv-
er.sin_port));
/[* Start accepting connections */ listen(sock, 5);
do { nmsgsock = accept(sock, 0, 0); if
(msgsock == -1) perror("accept"); el se
do { bzero(buf, sizeof(buf)); if
((rval = read(nsgsock, buf, 1024)) < 0) per -
ror("reading stream nmessage") ; i = 0;
if (rval == 0) printf("Ending
connection\n"); el se
printf("-->%\n", buf); } while
(rval 1= 0); cl ose(nmsgsock) ; } while (TRUE)
/* * Since this program has an infinite |oop, the
socket "sock" is * never explicitly closed. However, al
sockets will be closed * automatically when a process is
killed or term nates nornally. *[}

Figure 7b Accepting an Internet domain stream connection



#i ncl ude <sys/types. h> #i ncl ude <sys/ socket . h> #i ncl ude
<sys/time. h> #include <netinet/in.h> #include <netdb. h> #incl ude
<stdi 0. h> #define TRUE 1

/*

* This program uses select() to check that sonmeone is trying to
connect

* pbefore calling accept().

*/
mai n() { int sock, |ength; struct sockaddr _in server
i nt nmsgsock; char buf[1024]; int rval; fd_set
ready; struct tinmeval to;
/* Create socket */ sock = socket (AF_I NET, SOCK STREAM
0); i f (sock < 0) { perror("opening stream sock-
et"); exit(1); } /* Nane socket using wld-
cards */ server.sin_famly = AF_I NET; server. si n_ad-
dr.s_addr = | NADDR_ANY; server.sin_port = O0; i f
(bi nd(sock, &server, sizeof(server))) { perror ("binding
stream socket"); exit(1l); } /* Find out as-
signed port nunber and print it out */ | ength = sizeof (serv-
er); if (get socknane( sock, &server, &l ength)) {
perror("getting socket name") ; exit(1l);
printf("Socket has port #%d\ n" , nt ohs(serv-
er.sin_port));
[* Start accepting connections */ listen(sock, 5);
do { FD_ZERQ( &r eady) ; FD_SET(sock,
&r eady) ; to.tv_sec = 5; if (select(sock + 1,
& eady, 0, 0, &o) < 0 { perror("select");
conti nue; } if (FD_I SSET(sock,
&ready)) { msgsock = accept (sock, (struct sockaddr
*)0, (1 nt *)0); i f (msgsock == -1)
perror("accept"); else do {
bzer o( buf, si zeof (buf));
if ((rval = read(nsgsock, buf, 1024)) < 0)
perror ("readi ng stream nmessage") ;
el se i f (rval == 0)
printf("Ending connection\n");
el se
printf("-->%\n", buf);
while (rval > 0); cl ose(nsgsock); } else
printf("Do sonething else\n"); } whi |l e
(TRUE); }
Figure 7c Using select() to check for pendi ng connections
Process 1 Process 2

Q Q NAME

Process 1 Process 2



Figure 8 Establishing a stream connection
Forming a connection is asymetrical; one process, such as the
program in Figure 7a, requests a connection wth a particular
socket, the other process accepts connection requests. Before a
connection can be accepted a socket must be created and an ad-
dress bound to it. This situation is illustrated in the top half
of Figure 8. Process 2 has created a socket and bound a port
nunber to it. Process 1 has created an unnaned socket. The ad-
dress bound to process 2's socket is then made known to process 1
and, perhaps to several other potential comunicants as well. If
there are several possible communicants, this one socket m ght
recei ve several requests for connections. As a result, a new
socket is created for each connection. This new socket is the
endpoi nt for communication within this process for this connec-
tion. A connection nay be destroyed by closing the correspondi ng
socket. The programin Figure 7b is a rather trivial exanple of

a server. It creates a socket to which it binds a name, which it
then advertises. (In this case it prints out the socket nunber.)
The program then calls listen() for this socket. Si nce several

clients may attenpt to connect nore or |ess sinultaneously, a
gueue of pending connections is maintained in the system address
space. Listen() marks the socket as wlling to accept connections
and initializes the queue. Wen a connection is requested, it is
listed in the queue. |If the queue is full, an error status may
be returned to the requester. The maximum I ength of this queue
is specified by the second argunent of listen(); the maxi mum | ength
islimted by the system Once the listen call has been conpl et -
ed, the program enters an infinite loop. On each pass through
the loop, a new connection is accepted and renoved from the
gueue, and, hence, a new socket for the connection is created.
The bottom half of Figure 8 shows the result of Process 1 con-
necting wth the named socket of Process 2, and Process 2 accept-
ing the connection. After the connection is created, the ser-
vice, in this case printing out the nessages, is perfornmed and
the connection socket closed. The accept() call will take a pend-
ing connection request from the queue if one is available, or
bl ock waiting for a request. Messages are read from the connec-
tion socket. Reads froman active connection will normally bl ock
until data is available. The nunber of bytes read is returned.
When a connection is destroyed, the read call returns imedi ate-
ly. The nunber of bytes returned will be zero. The programin
Figure 7c is a slight variation on the server in Figure 7b. It
avoi ds bl ocki ng when there are no pendi ng connection requests by
calling select() to check for pending requests before calling accept().
This strategy is useful when connections may be received on nore
t han one socket, or when data may arrive on other connected sock-
ets before another connection request. The progranms in Figures
9a and 9b show a program using stream communication in the UN X
domain. Streans in the UNI X domain can be used for this sort of
program in exactly the sane way as Internet domain streans, ex-
cept for the formof the nanes and the restriction of the connec-
tions to a single file system There are sone differences, how
ever, in the functionality of streans in the two domai ns, notably
in the handling of out-of-band data (discussed briefly below).
These differences are beyond the scope of this paper. #include
<sys/types. h> #include <sys/socket.h> #include <sys/un.h> #in-
cl ude <stdio. h>

#define DATA "Half a | eague, half a | eague .

/*

* This program connects to the socket nanmed in the command |ine
and sends a _

~* one line nessage to that socket. The form of the command I|ine
i g



* ustreammwite pathnanme

*/ mai n(argc, argv) int argc; char *argv[]; { i nt
sock; struct sockaddr _un server; char buf[ 1024];

/* Create socket */ sock = socket (AF_UNI X, SOCK_ STREAM
0); i f (sock < 0) { perror ("opening stream sock-
et"); exit(l); } /* Connect socket using nane
specified by command line. */ server.sun_famly = AF_UN X

strcpy(server.sun_path, argv[1]);

if (connect(sock, &server, sizeof(struct sockaddr_un)) < 0)

{ cl ose(sock); perror("connecting stream
socket"); exit(1l); } if (wite(sock, DATA,
si zeof (DATA)) < 0) perror("witing on stream socket");

Figure 9a Initiating a UNI X domai n stream connecti on

#i ncl ude <sys/types. h> #i ncl ude <sys/ socket . h> #i ncl ude
<sys/un. h> #i ncl ude <stdi 0. h>

#defi ne NAME "socket™

/*

* This program creates a socket in the UNI X domain and binds a
name to it.

* After printing the socket’'s nane it begins a |oop. Each tine
t hrough the

* loop it accepts a connection and prints out nessages fromit.
Wen t he

* connection breaks, or a term nation nessage cones through, the
program

* accepts a new connecti on.

* main() | int sock, nsgsock, rval; struct sockad-
dr _un server; char buf[1024];
/* Create socket */ sock = socket (AF_UNI X, SOCK_ STREAM
0); i f (sock < 0) { perror("opening stream sock-
et"); exit(1); } /* Name socket wusing file
system nane */ server.sun_famly = AF_UN X str-
cpy(server.sun_path, NAVME); if (bind(sock, &server, size-
of (struct sockaddr _un))) { perror ("binding stream sock-
et"); exit(1l); } printf("Socket has nane
%\ n", server.sun_path); [* Start accepting connections */
listen(sock, 5); for (;;) | nsgsock = ac-
cept (sock, 0, 0); if (msgsock == -1)
perror("accept"); el se do {
bzero(buf, sizeof(buf)); if ((rval
= read(nsgsock, buf , 1024)) < 0) per -
ror("readi ng stream nessage"); else if (rval == 0)
printf("Ending connection\n");
el se printf("-->%\n", buf);
} while (rval > 0); cl ose(nsgsock); }
/* * The follow ng statenents are not executed, be-
cause they follow an * infinite |oop. However, nost ordi-
nary prograns will not run * forever. In the UNI X domain
it is necessary to tell the file * system that one is
t hrough using NAME. |In nost prograns one uses * the cal
unlink() as below. Since the user will have to kill this *
program it wll be necessary to renove the name by a command
from * the shell. */ cl ose(sock); un-
i nk( NAVE) ; }

Figure 9b Accepting a UNIl X domai n stream connecti on
UNI X 4.4BSD has several systemcalls for reading and witing in-
formation. The sinplest calls are read() and write(). Write() t akes as
araunents the i ndex of a descrintor a nointer to a buffer con-



taining the data and the size of the data. The descriptor nmay
indicate either a file or a connected socket. ‘‘Connected ' can
mean either a connected stream socket (as described in Section 8)
or a datagram socket for which a connect() call has provided a de-
fault destination (see the connect() nmanual page). Read() al so takes
a descriptor that indicates either a file or a socket. Write) re-
quires a connected socket since no destination is specified in
the paraneters of the systemcall. Read() can be used for either
a connected or an unconnected socket. These calls are, there-
fore, quite flexible and may be used to wite applications that
require no assunptions about the source of their input or the
destination of their output. There are variations on read() and
write() that all ow the source and destination of the input and out-
put to use several separate buffers, while retaining the flexi-
bility to handle both files and sockets. These are readv() and
writev(), for read and wite vector. It is sonetines necessary to
send high priority data over a connection that may have unread
low priority data at the other end. For exanple, a user inter-
face process may be interpreting commands and sending them on to
anot her process through a stream connection. The user interface
may have filled the streamwith as yet unprocessed requests when
the user types a command to cancel all outstanding requests.
Rat her than have the high priority data wait to be processed af-
ter the low priority data, it is possible to send it as out-of-band
(OO0B) data. The notification of pending OOB data results in the
generation of a SIGURG signal, if this signal has been enabled
(see the manual page for signal or sigvec). See [Leffler 1986] for
a nore conplete description of the OOB nechanism There are a
pair of calls simlar to read and write that allow options, includ-
ing sending and receiving OOB information; these are send() and
recv(). These calls are used only with sockets; specifying a de-
scriptor for a file wll result in the return of an error status.
These calls also allow peeking at data in a stream That is, they
allow a process to read data without renoving the data from the
stream One use of this facility is to read ahead in a streamto
determne the size of the next itemto be read. Wen not using
these options, these calls have the sane functions as read() and
write). To send datagranms, one nust be allowed to specify the des-
tination. The call sendto() takes a destination address as an ar-
gunent and is therefore used for sending datagrans. The cal

recvfrom() i s often used to read datagrans, since this call returns
the address of the sender, if it is available, along with the da-
ta. If the identity of the sender does not nmatter, one may use
read() or recv(). Finally, there are a pair of calls that allow the
sendi ng and receiving of nessages fromnultiple buffers, when the
address of the recipient nust be specified. These are sendmsg()
and recvmsg(). These calls are actually quite general and have
ot her uses, including, in the UNI X donmain, the transm ssion of a
file descriptor fromone process to another. The various options
for reading and witing are shown in Figure 10, together wth
their paranmeters. The paraneters for each system call reflect

the differences in function of the different calls. In the exam
ples given in this paper, the calls read() and write) have been used
whenever possi bl e. /* * The vari abl e descriptor my
be the descriptor of either a file * or of a socket.
*/ cc = read(descriptor, buf, nbytes) int cc, descrip-
tor; char *buf; int nbytes;
/* * An iovec can include several source buffers.
*/ cc = readv(descriptor, iov, iovcnt) int cc,

descriptor; struct iovec *iov; int iovcnt;

cc = wite(descriptor, buf, nbytes) int cc, descriptor;
char *buf; int nbytes;

cec = witev(descrintor 1i1ovec 1ioveclen) int cc de-



scriptor; struct iovec *iovec; int ioveclen;

/* * The variable *‘sock’’ nmust be the descriptor of a
socket . * Flags may include MSG OOB and MSG_PEEK
*/ cc = send(sock, nsg, len, flags) int cc, sock; char
*meg; int len, flags;

cc = sendto(sock, nsg, len, flags, to, tolen) I nt cc,
sock; char *nsg; int len, flags; struct sockaddr *to; int
tol en;

cc = sendnsg(sock, nsg, flags) int cc, sock; struct ns-
ghdr nsg[]; int flags;

cc = recv(sock, buf, len, flags) int cc, sock; char
*pbuf; int len, flags;

cc = recvfron(sock, buf, len, flags, from fronlen) i nt
cc, sock; char *buf; int len, flags; struct sockaddr *from

int *fron en

cc = recvnsg(sock, nsg, flags) int cc, socket; struct
msghdr nsg[]; int flags;

Figure 10 Varieties of read and wite comuands
Thi s paper has presented exanples of sonme of the fornms of commu-
ni cati on supported by Berkeley UNI X 4.4BSD. These have been pre-
sented in an order chosen for ease of presentation. It is useful
to review these options enphasizing the factors that nake each
attractive. Pi pes have the advantage of portability, in that
they are supported in all UN X systenms. They also are relatively
sinple to use. Socketpairs share this sinplicity and have the
addi tional advantage of allowng bidirectional comunication.
The major shortcom ng of these nmechanisns is that they require
comuni cating processes to be descendants of a compbn process
They do not allow intermachi ne communi cation. The two comuni ca-
tion domains, UNIX and Internet, allow processes with no common
ancestor to communicate. O the two, only the Internet domain
al l ows communi cati on between machines. This nmakes the |nternet
domain a necessary choice for processes running on separate ma-
chines. The choi ce between datagrans and stream communi cation is
best nmade by carefully considering the semantic and performance
requirenents of the application. Streanms can be both advanta-
geous and di sadvant ageous. One di sadvantage is that a process is
only allowed a |limted nunber of open streans, as there are usu-
ally only 64 entries available in the open descriptor table.
This can cause problens if a single server nust talk with a |arge
nunber of clients. Another is that for delivering a short nes-
sage the stream setup and teardown tinme can be unnecessarily
| ong. Wei ghed against this are the reliability built into the
streans. This wll often be the deciding factor in favor of
streans. Many of the exanples presented here can serve as nodels
for multiprocess prograns and for prograns distributed across
several machines. In developing a new nultiprocess program it
is often easiest to first wite the code to create the processes
and conmuni cation paths. After this code is debugged, the code
specific to the application can be added. An introduction to the
UNI X system and progranm ng using UNI X system calls can be found
in [Kernighan and Pike 1984]. Further docunentation of the
Berkel ey UNI X 4.4BSD | PC nechanisns can be found in [Leffler et
al. 1986]. More detailed information about particular calls and
protocols is provided in sections 2, 3 and 4 of the UNI X Program
mer’s Manual [CSRG 1986]. In particular the follow ng nmanua
pages are rel evant:
creating and nam ng sockets socket(2), bind(2)
est abli shi na connecti ons listen(?2) accent(?) connect/(?2)



transferring data read(2), wite(2), send(2), recv(2)

addr esses i net (4F)
prot ocol s tcp(4P), udp(4P)
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