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Abstract

This paper is dedicated to exploring and defining the cyberspace-based culture of hackers and crackers. What does the term "hacker" entail? What is the definition of "cracker"? Who are they? Are computer owners and system administrators fearing something that doesn't need to be feared? In this information-based society in which we live, is it ethical for hacking and cracking to occur for the sake of sharing knowledge? Where does a hacker or cracker draw the line before crossing over and committing criminal acts? What do they do? What tools do they use? Hopefully this paper will answer these questions with concise answers. One should need not be afraid of this underground culture that dwells beneath the system of society, but rather, one should understand why the culture exists, and what it does to continue existing.
Introduction


Since the tremendous growth of the Internet, the value of information has grown with it, offering wealth and power to those who are able to possess and control large amounts of such a commodity. Corporations have obtained monolithic size, and continue to do so by controlling so much of the information that fed their hungers from the beginning. Educational institutions benefit from the access of knowledge offered from all around the world, begotten by campus-wide computer networks, constructed specifically for that use. Residential areas of all types have the ability to find entertainment, communication, and knowledge from the comfort of a den or family room. The entire planet's society is built up by information and is surrounded by the information infrastructure, where this information is conceived, transported, processed, stored, and accessed. This infrastructure is more commonly known as "cyberspace."

Cyberspace is networks upon networks of computers and computer systems acting as veins flowing with an uncountable number of bits of data. Cyberspace is a place where the technologically- and electronically-apt reign, swimming through the data like fish in water. It is these technologically- and electronically-apt persons on which this paper targets and defines and yearns to understand not just the culture in which they are apart, but to also comprehend the reasons for which they do what they do. The culture referred to is that of the hacker and cracker culture. 

Hackers can basically be defined as computer and computer network experts exploring for information in the vastness of cyberspace, challenging themselves as well as the law and a public opinion that teeters both negative and positive, partially from the mixed influences of the media.

Cyberspace has become a series of networks traveled by, resided by, and haunted by the digital entities known as hackers, crackers, information warriors, and any other names of persons seeking a part of the informational culture contained within. What are the different terms used for the variation of these persons existing in cyberspace? The next few paragraphs explain these names and what they do.

Hackers and Crackers

The term "hacker" has been transformed by the media into a definition that is quite different from the original. Years ago, "hacker" referred to programmers, specifically those who were apt programmers. For some there is still a separate meaning  for each individual term. As stated by Icove, Seger, & VonStorch, "Although it is customary to call people who break into computers hackers, this is a term that has been misapplied by the press; the word hacker also refers, in many cases, to talented and legitimate programmers"(Icove, Seger & VonStorch, 1995, p. 62).

Today, the term has expanded to include hackers, crackers, phone phreaks, and other people involved with the information-bound wandering of cyberspace. In comparison to Icove, Seger, & VonStorch, others have similar opinions about the difference between a "hacker" and a "cracker," but a difference in definition. 

"To be precise, most hackers are people who simply love playing with
computers. True, they may break security measures in a network--but

they do it just for fun, or because they think the flaws need to be

pointed out. The malicious subset of the hacker community, who

intrude on computer networks to do damage, commit fraud or steal

data, are known as 'crackers'''(Chidley, 1995).
According to a frequently asked questions (FAQ) document found at www.infowar.com, a "hacker" is usually one who "holds a great deal of knowledge and expertise in the field of computing, and is someone who is capable of exercising this expertise with great finesse"(Anonymous, 1993)

The FAQ defines a "cracker" as one who "persistently gets his/her kicks from breaking from into other peoples computer systems, for a variety of reasons"(Anonymous, 1993).
According to the majority of those with expertise in the culture of hacking and cracking, there is a separation of definitions between the terms "hacker" and "cracker." As to why the media has influenced the definition of "hacker" is hard to pin point(that is, if the media is to blame at all!).

Who Are These People?

What does the population of hackers and crackers consist of? Like any culture on earth, there are culture members of all types, varying in race, sex, creed, and nationality. And much like most of earth's various cultures, this culture is primarily male. "Cyberspace, for one thing, is overwhelmingly male: fully 90 percent of World Wide Web users, studies show, are men"(Chidley, 1995).

This percentile of male dominated cyberspace can add to the reason for the male dominated hacker/cracker culture. According to New York State Police Senior Investigator Ronald Stevens, most hackers and crackers are males. A majority of these males are white, mostly ranging from ages 15 to 19, and most come from a suburban environment.

An accurate count, or even a decent approximate amount, of how many hackers and crackers dwell in cyberspace is certainly an opinionated number reached through various means of research. One such interview done by Internet Business magazine revealed that "there are approximately 1 million active hackers using the Internet... although only about one out of every 500 is a full-fledged cracker"(Piquet, 1998).

However, even if there was a number that represented the accurate number of hackers and crackers, it would quickly become false due to the tremendous growth of the hacker and cracker community. "Specifically, the number of organizations that cited their Internet connection as a frequent point of attack rose from 47 percent in 1997 to 54 percent in 1998. This is a noteworthy 17 percent higher than the 1996 figure of 37 percent"(McMullen, 1998, ...1/2.html).

This excerpt represents an increased number of attacks from an increasing population of crackers. Subsequently, there is a great interest in hacking and cracking, and to many people out there in cyberspace, it is their calling to hack. 

Why Hack?

What is the cause for such curiosity? What gives this entire culture its motivation to wander the Internet? The reasons surrounding the motives of hackers and crackers are countless. Some of these reasons we will discuss in the next few paragraphs. This discussion is needed in order to get a feel for the basic reasoning of the average members of this culture. 

Upon reading the quarterly hacker magazine, 2600, I came across a quote which helps explain a hacker's base of motivation for doing what they do: 

"Fortunately, the hacker world is such that you can spend a long time
within it and never feel the kind of boredom that has become such an

important part of the average American's life. There is always something

happening in this world, always something new to explore and discover,

more knowledge to share, more friends to meet for the first time"

(Emmanuel Goldstein, 1994, p. 4).
What more could one ask for from an activity that offers a membership to a culture that just about defies tediousness? "Historically, they've [crackers] been attracted to their calling by boredom and the intellectual challenge it presents"(Icove, Seger & VonStorch, 1995, p. 62). With a feeling of "nothing better to do," one may find an interest in the multimedia value the Internet contains. A reason like this would certainly entice many bored persons to revel in the ways of a hacker or a cracker.
Education is another reason that one may use as a reason for hacking. 

"What we're talking about is hacking as a healthy recreation, 
and as a free education that can qualify you to get a high 
paying job. In fact, many network systems administrators, 
computer scientists and computer security experts first learned
their professions, not in some college program, but from the hacker 
culture. And you may be surprised to discover that ultimately the 

Internet is safeguarded not by law enforcement agencies, not by giant 
corporations, but by a worldwide network of, yes, hackers"(Meinel, 1996).
A good job and financial stability are almost always a great concern for most people. Knowing this, the proper education, especially for the field of computers, is essential. And what better and more fun of a way to do it than by learning how to hack? Along with this yearn to learn, there is the sense of adventure that avoids making the education a tedious project.

To exercise their strength of computer skills, some have felt a need to travel the area of cyberspace and overcome obstacles set up by other members of the Internet. Some of these obstacles include firewalls; password protected networks, directories and files; and restricted access to secure areas (ie., military bases, telephone bridges, etc.).

A strong belief among many of the hacker culture, information, being the key element of hacker existence, is there to be shared. "We hack because we're curious. We spread what we find because segregated knowledge is our common enemy"(Goldstein, 1994, p. 5).  

For some, it might not be the reason of sharing information as it is a feeling that the public should know what's "really" going on. For some, the "freedom of speech" extends to the freeing of information that others may not want released publicly for one reason or another. Such a cause can extend a hacker's or cracker's activities into the political world of information warfare. A political enemy can uncover weaknesses or faults in their opponents or their parties, in turn strengthening the one revealing the weaknesses. This topic alone is a whole different research project in itself.

Some hackers and crackers may feel that they have been wrongly done to or oppressed by the society in which they reside. These feelings of rebellion combined are used to direct themselves into a life in cyberspace. "They may see themselves as pitted against the establishment"(Icove, Seger & VonStorch, 1995, p. 62).

Hacking vs. Cracking

In the hacker/cracker culture, there is a controversy that echoes to all ends of the population: hacking vs. cracking. Goldstein writes: 

"What the press fails to see is the distinction between hacking 
for the sake of adventure and using hacker knowledge for personal 
profit...Obviously, embarking on such a [criminal] journey en masse 
would mean the end of the hacker world. We would play right into 
the hands of our enemies and criminalize hacking by definition, rather 
than by legislation... This means that some opportunists will get a free 
ride and run the risk of giving the rest of us a bad name"
(Goldstein, 1994, pp. 4-5).

With this in mind, there is a line to be drawn by all hackers, and then there is the decision to know the limit of legality or to cross that line and enter the world of criminal. "To be a hacker, your primary goal must be to learn for the sake of learning- just to find out what happens if you do a certain thing at a particular time under a specific condition."(Goldstein, 1994, p. 5). 

The mentality of such reasoning can be referred to as the "old-style hacker" mentality. One such person who agrees with this style of thinking is Tcroc, an ex-hacker who is now employed in Silicon Valley as a Information Systems Specialist. During an electronic chat with Tcroc, he states, "I subscribe to the old hacker mentality... hack for knowledge… and NEVER destroy anything... the best hacker..  is the hacker who can hack a system and never even be known he was there." (Tcroc, 1998) In short, a hacker who does not upset the balance of a computer system while exploring the information therein is what most old-style hackers would hope all hackers would choose to be. 

The "new-style" hacking mentality has been dubbed the criminal way of hacking. This criminal style of hacking can include "carding," the intentional use of stolen credit card numbers for financial gain; "phreaking," the intentional misuse of telephone technology; or even harassment via email or other electronic means. The activity of cracking is a major reason for the dark shadow over the term "hack." 

Activities and Techniques

Various activities come into play when the term hacker is referred to. One of the most obvious is system hacking. System hacking is the activity of penetrating the weaknesses of a computer system or network. Basically, it is the accessing of a network and the execution of hacker activities within that network. The next few paragraphs contain techniques by which a hacker or cracker may gain access to the various networks on and off the Internet.

Packet Sniffing

The use of a packet sniffer is a common technique used by a hacker or cracker in order to gain access to a network. Monitoring network traffic on a targeted network or system for penetration, the sniffer can "collect the start of each network connection (usually the first 128 bytes, but sometimes as much as the first 2048)" (Icove, Seger & VonStorch, 1995, p. 139). What the user of the sniffer is looking to acquire are usernames and corresponding passwords. If the usernames and passwords are unencrypted, the job of the hacker or cracker is made easier. If the usernames and passwords are encrypted, the hacker or cracker may have software with which they will try various algorithms to un-encrypt the encrypted information. In addition, with certain software the packet sniffer can go undetected on that system, thus hiding the existence of the cracker and their activities.

Password Guessing

One of the policies that is always mentioned by system administrators to new account holders concerns the use of a complex password. However, the strict enforcement of this by some administrators is almost non-existent, thus putting a gap in the security of that computer system. Because of this fact, hackers and crackers are able to use password guessing for a chance to gain access to the system. Password guessing can happen in a few ways. One way is by the hacker or cracker using personal information to reach a lucky conclusion as to what the user's password may be. The hacker or cracker may personally know the user, or they may be able to obtain information from the activity of dumpster diving (explained later).

The second way is by using a "crack," or a software program which can file through numerous dictionary words and match a word from that list with the password, granting a successful entry to the user's account.

Social Engineering

The use of influence and manipulation of others is a common tool for some hackers. With this, hackers and crackers are able to receive information with trickery, or perhaps with good old-fashioned charm. The goal is to fool a target user to reveal important or key information with which the hacker or cracker may use to their advantage. The trickery, if anything, can be from fooling a person into thinking that the hacker or cracker is someone they are not, or by using a con scheme.  Some hackers and crackers are able to use social engineering with finesse, be it over the phone or perhaps even face to face with a target. Some, however, may not have the skills or confidence that are needed in order to "pull a quick one."  

Masquerading

Masquerading is the use or image of another's identity to gain access, whether it is physical access to a room or electronic access to a computer system. The former can be accomplished by way of using a another's security key card to enter a restricted area, perhaps restricted by a locked door with a card-swipe system. The latter can be accomplished using Internet Protocol spoofing (IP spoofing). IP spoofing is the technique used by which Kevin Mitnick gained access to computers controlled by Tsutomu Shimomura on December 25, 1994. 

Dumpster Diving

Dumpster diving, or trashing, is the act of scavenging through discarded items in order to gain information that can be used for penetration purposes. Examples of discarded items ranges from old notes to corrupt floppy disks to used envelopes. Any of these items can be found in or around most trash thrown out by home owners, schools, businesses, etc.. With the proper training or knowledge, one can use these discarded items as a great help for penetration purposes. 

Tools

Tools of hackers and crackers are what a hammer and nails are to a carpenter. In trained hands, these tools can guide a hacker smoothly and quietly over and through obstacles in their electronic path. Because the sharing of information is such an important belief among most of the hacker and cracker culture, tools and scripts are widely available and are increasingly becoming more available every day. "Based on estimates published by IBM's Global Security Analysis Laboratory, some 1,900 Websites offer hacking tips, tools, and scripts"(McMullen, 1998, ...1/3.html)

In the following paragraphs, explained are just a few of the many tools that hackers and crackers use.

SATAN

The Security Administration Tool for Analyzing Networks, acronymed SATAN, is a favorite for crackers in the Unix world. An advanced port scanner, it offers crackers less of a challenge when it comes to cracking into a network. The reason SATAN is such a popular tool comes from it being a convenience tool. "SATAN attacks a network in much the same way a reasonably knowledgeable hacker would. The idea is that legitimate system administrators can run SATAN to discover areas that need fixing"(Chidley, 1995). Like most cracking tools available, SATAN did have a legitimate reason for being developed. However, being freeware has made SATAN accessible to the hands of crackers, who in turn, use it to their own advantage.

BackOrifice / NetBus

Other tools of the cracker community are BackOrifice and NetBus. The two tools are separate, but very similar in application. Netbus is of the same nature, but is capable to be used on Microsoft Windows NT, as well as Windows 95 and NT, where as Back Orifice is limited to Windows 95 and NT.

BackOrifice is described by a web source as such:

"If Back Orifice is running in your computer, a remote 
operator anywhere on the global Internet can gain access 
and do almost anything you can do on your computer – 

and some things you can't do -- all without any outward 
indication of his presence. Back Orifice can arrive 
disguised as a component of practically any software 
installation. It can be attached to other files or programs 
or run on its own. It must be run, by itself or by another 
application. It then installs itself in seconds, typically 
erases the original, then may run a specified program. To 
the user installing an "infected" application, it will appear 
that all went normally. But from that moment forward,

your system offers easy and comprehensive access

anytime it is connected to the Internet" (Unknown, DNL).
From a NetBus download page, a list of the functions of NetBus(and BackOrifice) are compliled:

“Open/Close CD-ROM
Display BMP/JPG pictures

Switch the mouse button functions

Start applications

Play sounds (WAV)

Control the mouse movements

Display messages

Shutdown Windows

Upload/Download files

Open URL:s

Simulate key-presses

Listen to key-presses

Get screendumps (screenshots)

Raise/Lower the volume

Capture audio via mic

Make key-presses sound”

(Nordvall, 1998).
Tools are an essential part of cracking if the cracker so desires to make their job easier. For one, BackOrifice offers that and also possesses a few helpful traits: 



“In itself, Back Orifice does not cause any malfunction.

 

It runs quite invisibly to the user, consumes

 

insignificant memory and resources, and does little

 

besides simply open up access to standard Windows

 

95 functions"(Unknown, DNL).
The excerpt above gives the description of a tool that is not just helpful for cracking systems, but offers a description of the capability of undetected network scanning and electronic movement of the cracker. These are traits that most hackers attempt to possess themselves, but when it comes to the use of tools, it is necessary to possess these types of tools that allow them to complete a successfully stealthy crack. 

Conclusion

Cyberspace is a big place. It possesses an incredible amount of space. Who's not to say that cyberspace isn't it's own world? A world with it's own pseudo-societies and separate cultures? It is probably the hacker and cracker culture which defines what direction this cyber-world is heading, as the culture manipulates the shape and flow of information within. Hackers and crackers are aware of the importance of the infinite bits of data. They're aware of this knowledge that can lead to any measurement of knowledge. 

In order for society to keep control of this new, growing virtual world of technology, society must understand the culture that already has a grasp on the growing world. It must comprehend and agree on the separate definitions of terms such as "hacker" and "cracker." Society must know of the reasons for this culture's existence, why they do what they do, how they go about doing their "hacking" and "cracking" techniques, and with what tools. If society can understand this culture, then perhaps it will more easily understand the brave new world of cyberspace.
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